A uthorship of research papers is a thorny and sometimes quarrelsome issue. Many long-term researchers have, at some point, encountered different cultural and ethical outlooks on authorship. Some might even have been in situations where authorship disputes occurred, perhaps due to such differences.
To nonacademics and nonresearchers, the entire notion of authorship might (perhaps rightly) seem to be an odd and abstruse topic. At the same time, in the highly competitive world of academic publishing, careers can be made (or at least bootstrapped) by authorship of even a single paper in a highly ranked venue. Indeed, industry often makes hiring decisions and government agencies make funding decisions based, in part, on an applicant's perceived quality of publication venues. This can have substantial impact on one's career, especially considering constantly growing competition for academic and (a dwindling number of industrial research) jobs.
Criteria for being a coauthor of a research paper vary widely across disciplines, cultures, and institutions. In some settings, coauthorship is superficial-earned for as little as proofreading a draft, participating in discussions, supervising one of the actual authors, or providing funding. On the other extreme, coauthorship can be substantial, earned by hard work that spans the entire lifecycle of a research paper: from early conceptual discussions all the way to writing the final version.
A related issue is the number of authors. Some research communities or fields tend to have relatively few coauthors, for instance, humanities, mathematics, or computer science theory, whereas others often have many, for instance, biology, computer science systems, or experimental physics.
Name ordering is another entertaining aspect of coauthorship. It can mean absolutely nothing, signify seniority, reflect magnitude of contribution or order of arrival, be grouped by affiliation, or be alphabetical. This isn't an exhaustive list; many other ordering choices are possible.
Aforementioned issues aren't new. They've been studied conceptually and experimentally and many autoscientific publications have been produced. (I use the term autoscientific to denote the fact that this area of research yields research papers that analyze metadata of other research papers.) However, the purpose of this editorial isn't to dwell on the above. Suffice it to say that most researchers willingly or grudgingly adopt the "live and let live" attitude by accepting different views on authorship. The real motivation for this editorial is to discuss authorship integrity and attacks on it. Some attacks are purely historical and are either already prevented or are easily preventable, whereas others might not have been recognized as realistic. However, before discussing specific attacks, it makes sense to ask what motivates them. I consider two motivating factors: ■ raising the chances of obtaining positive reviews or enticing desired (friendly) reviewers, and ■ avoiding or discouraging negative reviews or undesirable reviewers.
Clearly, in each case, the goal is to game the system to increase the probability of acceptance.
Hidden Author Attack
As the name suggests, the goal is to conceal one or more actual coauthors. With nonanonymous submission, an alternative motivation for this attack could be the desire to avoid (real or perceived) reviewer bias. For example, if the hidden coauthor and a certain program committee (PC) member have a history of personal animosity, hiding the former might be viewed as a way of protection against bias.
Detecting the hidden author attack seems simple: just verify that the authors of the submitted and final versions are exactly the same, and explicitly prohibit authorship changes after submission. This is doable in a journal that deals with relatively few papers per issue, and where the editor in chief usually works closely with the publishing and production staff. It gets harder in the context of a large conference, because submission of the final version is often performed in a way that is disconnected from PC chairs. There's also the issue of scale; checking about 100 PDF files for authorship conformance can take a long time (though the process can be automated).
A special case of this attack occurs when there's just one real author who tries to hide. Because having no authors isn't an option, the real author is forced to introduce a phantom coauthor. (See Phantom Author Attack below.)
Hidden Affiliation Attack
This attack's purpose is to conceal at least one author's affiliation. One obvious motivation, especially for anonymous submission, might be to avoid a CoI with reviewers affiliated with the hidden institution. A somewhat less likely motivation (with nonanonymous submission) is to avoid institutional bias, in contrast to the personal bias mentioned earlier.
Because it's quite common for researchers to have part-time or visiting appointments, affiliation with multiple institutions isn't unusual. Hiding one's primary place of employment isn't easy, because others are likely aware of it. However, hiding a secondary or tertiary affiliation is viable and plausibly deniable; the latter because one can always claim that the affiliation ended before (or didn't start until after) the submission date. Thus, detecting this attack with certainty isn't easy.
Phantom Affiliation Attack
A variation of the above involves an author claiming a nonexistent (phantom) affiliation with the goal of disqualifying all reviewers from the same institution. This is particularly effective with anonymous submission, because attack detection is difficult, given that an author is typically not required to keep the same affiliation for submitted and final versions of a paper. In addition, recall the popularity of multiple affiliations as well as the possibility of an author changing jobs in the interim. To the best of my knowledge, most conferences and journals-even those that stipulate authorship integrity-don't enforce affiliation integrity or consistency.
Oblivious Author Attack
For venues with anonymous submission, introducing a gratuitous author (that is, one who's unaware of the act) might have the effect of repelling undesired reviewers or attracting desired ones. The former might occur because the attacker (Alice) doesn't want people from institution X to review her paper.
Alice adds Bob, who works at X, as a coauthor. This rules out (via CoI) every eligible reviewer from X. The attack is trivial to conduct: ■ Alice creates a fake email account using a variation of Bob's name (Gmail is perfect for this), ■ Alice creates a submission system account referencing Bob's fake email address, and then ■ Alice submits a paper using the above.
If the paper is accepted and authorship integrity isn't enforced, Alice can delete Bob from the final version. If integrity is enforced, assuming that Alice picked Bob judiciously-for instance, he's a random MS student-the likelihood of anyone (including Bob himself) detecting the attack is low. The same attack could also work with nonanonymous submissions, though curious reviewers might become suspicious.
Phantom Author Attack
A slight twist on the oblivious author attack is the one involving a phantom author. The motivation remains the same-to attract or rule out certain reviewers. The only difference is that, instead of being oblivious, the gratuitous author simply does not exist. The steps required to mount the attack are also the same. However, the risk of detection is lower, because it's harder to definitively prove nonexistence of an alleged person than to establish that a real person didn't coauthor a paper.
Ego-Baiting Attack
This attack is both more subtle and more active. I experienced it myself several years ago and have heard from at least two others who were subjected to it. In generally transpires as follows:
The target receives an email from an unfamiliar person (for instance, a PhD student) who praises the target's research and proposes to collaborate on a paper, which-by the way-is pretty much compete and is also enclosed. The sender humbly asks for the honor to list the target as a coauthor before submitting the said paper to some venue.
It seems that the motivation for this attack is one or more of the following:
■ a way of ingratiating oneself into a future collaboration, and/or a means of possible blackmail; ■ for venues with nonanonymous submission, a misguided belief that having a coauthor with some "name recognition" might increase acceptance chances; or ■ if the real author is from a place where travel is politically difficult or where funding is scarce, a way of getting the gratuitous author to present the paper at a conference or to pay the publication fees in the case of pay-to-publish journals.
Authorship for Sale
Strictly speaking, this isn't an attack but rather a form of reprehensible misbehavior. Indirectly, I know of two occurrences. In one case, a colleague was approached by someone who offered a nontrivial sum of money in return for being listed as a coauthor on any (not security!) top conference papers. In the second case, another acquaintance was "propositioned" with authorship for a fee, the idea being that the gratuitous author would be added to several submissions and a fee would be paid only in the case of acceptance of at least one.
Pseudonymous Authorship
Publishing under a pseudonym ("nom de plume" in Snobbish) is a time-honored tradition. In nonresearch literature, it's been practiced for many (mostly good) reasons. Although less common, it also occurs in refereed research 
Other Attacks
This piece focuses on authorship-related attacks. There are other, no less important, forms of misbehavior that aren't covered here, for instance, flooding (the same authors submit a large number of papers to the same venue), reviewer coercion (authors conveniently predisseminate papers out-of-band to likely reviewers on the PC), and dishonest reviewing (negative reviews by authors of competing submissions on the same topic).
Reality Check
At this point, it's reasonable to ask whether aforementioned attacks are real or are simply a product of an overactive imagination. Unfortunately, most are quite real, though, hopefully, not often occurring. I have encountered all the attacks discussed above (some more than once), except for the oblivious author. (My experience comprises roughly 24 years of serving in various roles, such as PC member, PC chair, associate editor, and editor in chief.)
Now What?
Besides informing the nonresearch segment of IEEE Security & Privacy readership about the trivia and arcana of research paper authorship, the purpose of this editorial is to raise awareness of authorship integrity attacks and to foster adoption of both prevention-and detection-based countermeasures. Many submission systems as well as individual conferences and journals already implement some such counter measures. Curiously, even though some of them practice it, none of the top four security conferences explicitly mentions authorship integrity in their calls for papers. (This is despite including all kinds of other interesting minutiae.) A secondary goal is to start a broader discussion on authorship integrity and gather community knowledge on other types of attacks.
A t the same time, authorship attacks are not yet commonplace and I believe that most researchers treat the submission process with honesty and integrity. However, this might change due to increasing competition to get papers into top venues and the growth of reviewing hostility, particularly in the security research community.
Erratum
In "User Anonymity on Twitter" (S.T. Peddinti, K.W. Ross, and J. Cappos, vol. 15, no. 3, 2017) , there was an error in Sai Teja Peddinti's affiliation on page 84. His affiliation should have been listed as New York University.
